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WhoAM⁉
• Application Security Engineer at Aylo, Montreal, CA
• with experience in IoT Security Research in Bharat
• Long history of working with open source and UNIX
based OS environments

• Null community contributer/speaker since 2017
• Certs: RHCSA, OSCP, Accociate CISSP



WhoAM⁉



What is DevSecOps?



What is DevSecOps?

Job of building
software/architecture to break
or monitor software for appsec
loopholes/risks/vulnerability/c
ompliance



What is GitLab?

• GitHub open sourced
• Allows individuals and enterprises to self host it on prem
• Can be deployed on cloud
• Integerates with on prem and cloud infrastructure for
automatic/scheduled or manual deployments

• Pipeline is configured in .gitlab-ci.yaml file at root of
project directory

• Container based architecture for deployments supports
docker/kubernetes

• Can also maintain container registry if enabled in it’s
configuration



What is DevOps pipeline?

• It contains stages to do certain actions
• These actions can be for building, testing and deploying
the software



How to setup homelab
environment?

Buy a cheap intel nuc with N6005 or
N5105 CPU locally or from AliExpress
if possible Proceed to create professional

network cabeling mess on your
desk



How to setup homelab environment?
[Architecture]



DEMO



Questions

• LinkedIn: https://linkedin.com/in/cjhackerz
• Twitter: https://x.com/cjhackerz

https://linkedin.com/in/cjhackerz
https://x.com/cjhackerz
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